Math 3375
Theory of Cryptology
Winter 2016
Instructor: Greg Lee   Office: RB 2005  Phone: 346-7867  Email: glee@lakeheadu.ca
Class Times: MWF 1:30-2:30 in RB 2024.
Office Hours: Monday and Wednesday, 12:30-1:20.
Text: Cryptological Mathematics by R.E. Lewand.
Material to be Covered: This is an introductory course on cryptology. We will cover essentially the entire textbook. As time permits, other topics may be added, but any other papers or portions of books that are needed will be downloadable for free on campus. 
Assignments: Assignments will be distributed on a regular basis (normally one per week) to be submitted for grading. These will account for 10% of your final grade. Please note that late assignments will not be accepted under any circumstances, but your lowest assignment mark will be dropped in calculating your final grade.
Exams: There will be one in-class midterm, tentatively set for February 10, which will account for 25% of your final grade. The final exam (which covers the whole course) will be held during the final exam period, as scheduled by the university, and it will account for 50% of your final grade. Note that for the midterm and final exam, no calculators, notes, books or other aids are permitted.
Project and Presentation: You may work alone or in pairs for this. Each individual or pair will select an interesting cryptological method that would not otherwise be discussed in this class, and submit a written project and give a short in-class presentation about it. Details are on the attached sheets. The project and presentation combined are worth 15% of your final grade.

Attendance: Naturally, regular attendance is encouraged. For most of our class meetings, it is optional. However, when students are giving presentations, you are required to attend, and show up on time. Failure to do so will result in a deduction of 2% from your final grade in the course for each instance.

Details Concerning Your Project and Presentation:

A great many fascinating cryptological methods have been invented, only a handful of which will be covered in this course. You will conduct independent research and learn about an interesting method that we would not otherwise be discussing. You may work alone on this or with a partner.

No later than February 5 at 1:30 p.m., you must submit information about your proposed method for my approval. This can be submitted electronically or on paper. You must include your name(s), as well as the name of your method, a brief general description (a couple of paragraphs is fine), and the main source(s) you expect to use. For electronic sources, please send me links. For paper sources, please either bring me the relevant documents or scan a few pages of them and email them to me. I strongly encourage you not to wait until the deadline to do this, in case I cannot approve your choice, and you need to find something else. This could happen, for instance, if I believe that it is too simple to make for an interesting project, or if it is too similar to a method we will be discussing in class (you should avoid everything in the textbook, as well as the one time pad and the ElGamal encryption system), or to a method already submitted by someone else.
On March 11 at 1:30 p.m., you must submit your written project concerning your method. You need to explain how it works, and the advantages or limitations of the method. A little bit of relevant historical context would be welcome. The project must be typed (using some version of TeX is the best for mathematical documents, but it is not required). You must include a bibliography listing all references (print or electronic) that you have used. Also, as part of your project, you must demonstrate how your encryption method would be used to encrypt the passage from Through the Looking-Glass on the next page. The length of your project will, of course, depend on how long it takes to explain your method, but four single-spaced typed pages would be typical. You will be graded both on the mathematical content of your project and on the clarity of your exposition.
Please make sure that you do not miss either of the above deadlines. If you do, there will be a penalty of 1 of the 15 points available for each day or part thereof by which you are late. Weekends count as one day.
You will also make a short presentation in class about your method. This should be 10 to 15 minutes in length. As part of your presentation, please show how your method would be used to encrypt the same passage from Through the Looking-Glass mentioned above. (It may well take too long to explain how to encrypt everything. It will be fine to demonstrate the method for a small part of the passage, and then just give the final outcome of the encryption.) You will be graded upon the knowledge you display of the method, your delivery of the presentation and your ability to answer questions that may arise. Presentations will begin on March 14 and continue until all are finished. The order will be randomly determined, and you will have at least a week’s notice of your exact presentation date. Please note that no extensions will be granted.
Your project and presentation should both be understandable by a student who has taken discrete mathematics and this course, but no other advanced mathematics courses. 
Personally, I prefer to use the chalkboard, as there is very little chance of an equipment malfunction. However, if you want to use any sort of technology for your presentation, please make sure far in advance that you are able to do so using the equipment in the room and what you will bring with you. 
Here is the passage that you will be encrypting. I will send it out by email with all punctuation removed.

--------

Here the Red Queen began again. `Can you answer useful questions?' she said. `How is bread made?'

`I know THAT!' Alice cried eagerly. `You take some flour -- '

`Where do you pick the flower?' the White Queen asked. `In a garden, or in the hedges?'

`Well, it isn't PICKED at all,' Alice explained: `it's GROUND -- '

`How many acres of ground?' said the White Queen. `You mustn't leave out so many things.'

`Fan her head!' the Red Queen anxiously interrupted. `She'll be feverish after so much thinking.' So they set to work and fanned her with bunches of leaves, till she had to beg them to leave off, it blew her hair about so.

--------
