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1.0        General Overview 

  

The University assigned email account shall be an official means of communication with all 

students, faculty, and staff.  Email accounts are available for Faculty, staff, students and alumni.  

Users are responsible for all information sent to them via their University assigned email account.  

Users who choose to forward mail from their University email accounts are responsible for 

ensuring that all information, including attachments, is transmitted in its entirety to the preferred 

account. 

  

·         The account and the contents of the account are governed by Lakehead University 

copyright and intellectual property policies. 

·         All account holders must adhere to the Computing Code of Conduct. 

·         The use of the University email account will indicate acceptance of this policy. 

·         Lakehead University offers this service on an as-is basis.  TSC does not offer any implicit 

or explicit guarantees of service. 

  

2.0        Username and Password 

 

Each account holder is assigned a unique username and a password. 

·         For students, the username is generated from the first two initials and the last name to a 

maximum of eight characters.  If this username already exists, numbers will replace the 

alphabetic characters at the end of the name in a sequential fashion. 

·         For employees, the username is generally first initial and last name up to a maximum of 

eight letters, if it is available. 

·         It is the account holder’s responsibility to reset the password to a more secure 

alphanumeric combination.  See the Lakehead University Password Security policy for 

suggestions on how to maintain a password. 

  

3.0        Role based or Departmental accounts 

  

TSC strongly discourages use of an individual's email account to receive messages addressed to 
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the department or organization.  TSC will create a group email address, and if necessary a host 

account, for any academic or administrative department or any officially recognized organization 

that designates a person who will take responsibility for all use of the address.  Organizations 

must be sponsored by a Lakehead University faculty or staff employee.  However, in rare 

instances, a student organization may be granted permission by the Student Government 

Association to have someone other than a Lakehead University faculty or staff employee as the 

sponsor or responsible person. 

  

4.0        Accounts for Faculty 

  

4.1        Account Creation:   

 

Human Resources creates new accounts on Datatel for new hires, which then creates the new 

email account.  All usernames are tracked on Datatel to prevent duplication.  The alias 

firstname.lastname@lakeheadu.ca  will point to the real address username@lakeheadu.ca  .  

 

4.2        Quota:  

 

Faculty accounts are allocated a quota of 2000 MB.  

 

4.3  4.2 Account Deletion:   

 

When a faculty member leaves Lakehead University by resignation or termination, the email 

account will revert to the University.  The account holder is expected to clear the account of 

personal correspondence before leaving.  It is the responsibility of the account holder’s supervisor 

to notify TSC when to delete the account.  

 

  

4.4  4.3   Retired Faculty:   

 

When retirement occurs, the email account can be kept by the account holder.  Professors 

Emeriti are allowed the same privileges as regular staff in terms of quota and access.  TSC 

recommends that they use the title Professor Emeritus in their signature to indicate their status.  

 

  

4.5  4.4   Contract Lecturers:  

 

Upon notification from Human Resources that employment is terminated TSC will disable the 

account.  If this person is hired again the same account name will be available as Datatel retains 

all employee information. 

  

5.0        Accounts for Staff 

  

mailto:firstname.lastname@lakeheadu.ca
mailto:username@lakeheadu.ca
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5.1        Account Creation:  

 

Human Resources creates new accounts on Datatel for new hires, which then creates the new 

email account on email.  All usernames are tracked on Datatel to prevent duplication.  The alias 

firstname.lastname@lakeheadu.ca will point to the real address username@lakeheadu.ca 

  

5.2        Quota:   

 

Staff accounts are allocated a quota of 2000 MB.  

 

5.3 5.2       Account Deletion:   

 

When a staff person leaves Lakehead University by retirement, resignation or termination, the 

email account will revert to the University.  The account holder is expected to clear the account of 

personal correspondence before leaving.  The account holder’s supervisor will be given access to 

the account and is responsible for notifying TSC when to delete the account.  

 

5.4  5.3     Part-time and contract employees:   

 

Upon notification from Human Resources that employment is terminated TSC will disable the 

account.  If this person is hired again the same account name will be available as Datatel retains 

all employee information. 

  

6.0        Creation, quotas, expiry and deletion of accounts for Students 

  

When a student applies to Lakehead University the Admissions process creates an email account 

for the applicant.  As an applicant, the quota is set to 10 MB. Once the student registers, the 

email account is allocated a quota of 60 MB. If the applicant does not enter a program by 

November, or apply for a program for the following year, the account will be deleted. 

  

Deletion of accounts happens after the last day for course drops.  At this time, all student 

accounts belonging to students no longer registered in any courses at Lakehead University will be 

deleted.  The account name is preserved with other student information on Datatel, so the 

username will be preserved if the student registers later. 

  

7.0        Alumni Accounts 

  

Graduating students must apply for accounts as alumni.  The existing email address 

(username@lakeheadu.ca) will be retained for a period of 30 days after graduation.  If the Alumni 

Association does not receive a request to keep this account active within that time, the account 

will be deleted. Alumni accounts have 2000 MB of quota.  Accounts that are over quota will 

not receive new email.  

  

mailto:firstname.lastname@lakeheadu.ca
mailto:username@lakeheadu.ca
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8.0        Supported Email clients 

  

The Computer Helpdesk provides support to users of email system for different clients.  The 

variations are: 

  

·         Web-based Lakehead University email 

·         Outlook 

·         Other mail clients can be used if they support IMAP but support would be limited to 

providing basic information to configure the service. 

  

For assistance contact the Helpdesk or check the FAQ (frequently asked questions) posted on 

the Helpdesk website at http://helpdesk.lakeheadu.ca. 

  

9.0        Creation and , quotas, expiry for accounts for Board of Governors and special 

situations 

  

Accounts will be created as required for members of the Board of Governors of Lakehead 

University and other special circumstances.  Quotas for these accounts will be assigned as 

they are created. 

  

For these accounts, a signature file is required to detail their association with Lakehead 

University.  Accounts will be deleted when the association with Lakehead University ends. 

  

10.0    Accounts that are a combination of student, staff, faculty and alumni 

  

If a person is entitled to an account through several categories, for example a staff member who 

is also taking classes as a student, the most senior category will determine the quota and 

appropriate rights. 

  

11.0    Privacy Provisions 

  

The Lakehead University will make reasonable efforts to maintain the integrity and effective 

operation of its electronic mail systems, but users are advised that those systems should not be 

regarded as a secure medium for the communication of sensitive or confidential information.  

Because of the nature and technology of electronic communication, the University can assure 

neither the privacy of an individual user's use of the University's electronic mail resources nor the 

confidentiality of particular messages that may be created, transmitted, received, or stored 

thereby. 

  

12.0    University Access and Disclosure 

  

The University encourages the use of electronic mail and respects the privacy of users.  It does 

not routinely inspect, monitor, or disclose electronic mail without the holder’s consent.  It is 

http://helpdesk.lakeheadu.ca/
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understood that it may be necessary for the University to access electronic mail holder’s accounts 

to maintain and improve the functioning of the electronic mail system.  However, the University 

seeks to ensure that the contents of accounts that are accessed for such purposes will not be 

opened during this process. 

  

Normally, an electronic mail holder’s consent shall be sought by the University prior to any 

inspection, monitoring, or disclosure of University electronic mail records in the holder’s 

possession. The University shall only permit the inspection, monitoring, or disclosure of electronic 

mail without the consent of the holder of such electronic mail (a) when required by and consistent 

with law (b) when there is a substantiated reason to believe that violations of law or of University 

policies have taken place (c) under time-dependent, critical operational circumstances where 

there is a high probability that failure to act could result in significant bodily harm, significant 

property loss or damage, significant liability to the University or members of the University 

community, significant risk of hampering the ability of the University to meet its teaching 

obligations (d) when an employee or former employee is unavailable for a significant period of 

time and is in possession of information that is required for the University to meet its 

administrative obligations. The inspection, monitoring or disclosure of student emails will only be 

permitted under clauses (a & b). 

  

When the contents of electronic mail must be inspected, monitored, or disclosed without the 

holder’s consent, the following shall apply:   

  

AUTHORIZATION.  Except in emergency circumstances (i.e. time-dependent, critical operational 

circumstances where there is a high probability that failure to act could result in significant bodily 

harm, significant property loss or damage, or significant liability to the University or members of 

the University community), such actions must be authorized in advance and in writing by the Vice 

President (Administration and Finance) on the form shown in Appendix A.  This authority may 

only be re-delegated to the President. Authorization shall be limited to the least perusal of 

contents and the least action necessary to resolve the situation.  In emergency circumstances, 

the least perusal and of contents and the least action necessary to resolve the emergency may 

be taken immediately without authorization, but appropriate authorization must then be sought 

without delay.  If the action is not subsequently authorized, the responsible authority shall seek to 

have the situation restored as closely as possible to that which existed before action was taken. 

  

NOTIFICATION AND RECOURSE.  The responsible authority shall, at the earliest possible 

opportunity that is lawful, notify the affected individual of the action(s) taken, the reasons for the 

action(s) taken, and the mechanisms available for recourse if the individual affected believes that 

actions taken were in violation of this policy. 

  

13.0    Abuse of accounts 

  

The Computing Code of Conduct, University policies and the current legal standards apply to all 

accounts.  Under authorization from the appropriate University authority, TSC staff can disable an 
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abusive account in order to investigate complaints. 

  

14.0     The protection of accounts from external abuse such as SPAM or viruses 

  

TSC uses several levels of email scanning for SPAM and viruses before delivery.  TSC cannot 

guarantee that all viruses will be caught by these measures.  Therefore, all computers on campus 

are required to use current anti-virus, anti-spam and anti-spyware tools.  Those computers that 

belong to the University are covered under the University’s anti-virus site license.  There are 

freeware tools available for computers that are not owned by the University.  The users of such 

computers must install and maintain these tools.  Education on how to avoid SPAM is available to 

all account holders.  Consult the Computer Use policy for details. 

  

15.0    Renaming of accounts for personal name changes 

  

Employee account holders who have legal name changes can request that the Department of 

Human Resources initiate a username. Students may contact office of the registrar.  

  

16.0    Public listing of Email addresses 

  

Department of Human Resources maintains a public listing of staff and faculty accounts at 

http://directory.lakeheadu.ca/. 

  

17.0    Inactive accounts 

  

Email accounts that have not been used for a period of 6 months will be disabled.  A holder of a 

disabled account will have to contact TSC in order to re-enable the account. An account that has 

been inactive for a period of 1 year will be deleted.  

APPENDIX A 

  

REQUEST FORM 

  

REQUEST TO ACCESS ELECTRONIC COMMUNICATIONS OF OTHERS 

  

WITHOUT THEIR CONSENT  

  

The following is a request for authority to access electronic communications sent to an individual 

as described below:  

  

1. Name, Title, and Department of person requesting access to electronic communications sent to 

another individual: 

  

      ____________________________________________________________ 

  

http://directory.lakeheadu.ca/
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      Name & Title 

  

      ____________________________________________________________ 

  

      Department 

  

2. Name, Title, and Department of person whose communications would be accessed: 

  

      ____________________________________________________________ 

  

      Name & Title 

  

      ____________________________________________________________ 

  

      Department 

  

3. Name, Title, and Department of person who will do the accessing: 

  

      ____________________________________________________________ 

  

      Name & Title 

  

      ____________________________________________________________ 

  

      Department 

  

4. Reason for access request: ______________________________________ 

  

      ___________________________________________________________ 

  

      ___________________________________________________________ 

  

      ___________________________________________________________ 

  

5. Why has the individual not given consent to access? 

  

      ___________________________________________________________ 

  

      ___________________________________________________________ 

  

      ___________________________________________________________ 

  

6. Description of electronic mail communications that will be accessed. 
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      ___________________________________________________________ 

  

      ___________________________________________________________ 

  

7. How long should the special access last? __________________________ 

  

      ___________________________________________________________ 

  

8. What will be done with the accessed messages? With whom will they be shared? 

  

      ___________________________________________________________ 

  

      ___________________________________________________________ 

  

      ___________________________________________________________ 

  

      ___________________________________________________________  

  

9. ________________________________ 

  

      Signature of Person Requesting Access 

  

      ________________________________ 

  

      Date 

  

10. ________________________________ 

  

      Signature of Vice President (Administration and Finance) 

  

      ________________________________ 

  

      Date 

  

11. Upon approval, this form is to be delivered to the following person as authorization for them to 

implement the requested special access. 

  

      ________________________________ 

  
      Signature of Person Who Will Implement the Special Requested Access 


